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Introduction

In line with the rapid development of technology, the Company requires a Policy which
regulates Information Technology Governance (“Policy”). This Policy lays out further
regarding Monitoring and Supervision, Information Technology Management Structure,
Implementation, Information Technology’s Contribution to Business Performance
Improvement, Incident Response Procedure, Contingency Plan and Compliance. The
Company has also from time to time measured the information technology maturity level
and implemented this Policy effectively.

Monitoring and Supervision

In relation to the implementation of this Policy, the Company conducts periodic monitoring
and supervision which is lead by Yuslinda Nasution as Director of the Company, which has
a background in the field of Electrical Engineering majoring in Telecommunication.
Currently, she also acts as a member of board of director and board of commissioner within
several companies which is part of the Company group, conducting their business in the
field of telecommunication and information technology, such as PT Tangara Mitrakom and
PT Abhimata Citra Abadi.

Information Technology (IT) Management Structure

The Company’s information technology management structure comprised of three main

pillars, as follows:

1. Infrastructure, which includes management and monitoring of network devices,
servers, storage, access control and security systems, telephony systems,
administration of critical applications, as well as data backup, data protection and
security.

2. In-house Application Development, for the development of tailor-made internal
applications, such as intranet application for employee self service portal, ERP,
reporting portal application, management application, as well as archival of file-based
assets.

3. IT Support and Helpdesk, which operates 24x7 to handle IT-related matters such as
troubleshooting as well as installation of new devices.

Implementation

Implementation of governance related to Cyber Security in the Company:

1. Conduct awareness to all work units in the Company.

2. Require all employees of the Company to participate in e-learning.

3. Sending awareness emails to all employees of the Company.

4. Discuss in Board of Directors (BOD) or Board of Commissioners (BOC) meetings
related to Information Technology updates and initiatives.

Information Technology’s Contribution to Business Performance
Improvement

In order to further improve employees’ productivity and business performance, the
Company runs its IT operations by relying on virtualization and setting up private clouds
for various applications. This enables the Company to use integrated applications such as
Emails, Employee Self Service, Digital Archive System, Storages, etc. The integration of the
aforementioned systems allows the Company to conduct its business in a completely
transparent manner.

All information systems implemented in the Company’s work environment, both at the
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operational and functional levels, in principle and in practice aim to improve the
effectiveness and efficiency of operational activities, which in turn will have a positive
impact on the Company’s sustainable growth.

Incident Response Procedure

Immediately after becoming aware of a suspicious matter, potential breach or breach of the
Company’s information technology system, each personnel of the Company is obliged to
report such matter to the Company’s information technology team (“IT Helpdesk
Team”), by following such procedure:

1. Identification — the relevant personnel delivers the report and explains the issue
found to the IT Helpdesk Team through whatsapp chat or through email to
helpdesk@sctv.co.id or another email address as may be informed from time to time;

2. Initial Investigation and Analysis — the IT Helpdesk Team which receives the
report will conduct an initial investigation and analysis towards the issue delivered, to
determine the extent of damage which may be resulted by the issue reported towards
the Company’s information technology system security;

3. Rectification — the IT Helpdesk Team and the personnel delivering the report will
work together (as relevant) to conduct necessary rectification after the initial
investigation and analysis stage concludes that the issue reported may cause harm to
the Company’s information technology system.

Contingency Plan

Being aware of the potential disruptions towards the Company’s information technology
system such as among others disturbances due to global internet connection failure, virus
and/or hacker attacks and cybersecurity threat which may potentially disrupt the Company’s
business and cause leakage of confidential data, the Company has prepared risk mitigations
including among others preparing backup on hard disks/laptop/non-online storage,
installing anti-virus software in every office computer/laptop, blocking access to suspicious
sites, limiting attachments from unknown external emails as well as protecting confidential
documents with passwords.

Compliance

Any intentional or unintentional deviation or violation of Company policies, practices or
standards will be subject to disciplinary action, up to and including termination of
employment or contract and possible civil or criminal action.

All personnel suspected of having committed a security breach or deviation will be entitled
to due process, fair treatment, and a full investigation to protect their legal rights.
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Additional Information related to Breach of Company Information Security
Tahun Total Number of Information Total Number of Clients,
Security Breaches Customers and Employees Affected
by the Breaches

2020 0 0

2021 0 0

2022 0 0
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